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1. INTRODUCTION AND PURPOSE OF THE DOCUMENT

The Digital Signature client is an application that aims to sign and verify the signatures of
documents digitized in PDF format.

This document contains detailed information about the functionalities of the application, as
well as basic examples of use.

2. DIGITAL SIGNATURE CLIENT

2.1. Customer acquisition
You can download the biometric signature client through the following link:

https://ivdesk.ivsign.net

2.2.  Requirements and specifications

.Net Framework 4.6 is required to run IvDesk from version 2.0.

2.3. Home screen

By default, the application starts on the “Signature” screen, in the "Documents” section.
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3. SIGNING DOCUMENTS

The application is opened by default in the signature section (highlighted in blue at the top of
the window):
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Drag and drop files to sign (PDF files only)
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Sign

In order to sign digitally, the following operation must be carried out:
1. Upload the documents to sign. The user has two options:

a) Drag the documents to the main screen.

b) Select the documents by clicking on the “Upload documents” button to open the
Windows file explorer and select the documents to sign.
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lvDesk allows multiple signing of documents. To select several documents, in the location
where they are located, just hold down the Ctrl key (to select skipped documents) or the shift
key (capital letters to select a set of documents) while clicking with the mouse on them.
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Once the documents are loaded, they will appear in the left side section of the screen. The one
marked will be displayed on the right-hand side for viewing.
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1. INTRODUCCION Y OBJETO DEL DOCUMENTO
Bl clier rma digital es una aplicacién que tiene el objetivo de firmar y verificar las firmas
de doc PDF
Este docur cion detallada sobre las funcionalidades de la aplicacion, asi
como ejemplos basicos
Certificates
[select certficate... v]
2. CLIENTE DE FIRMA DIGITAL
@ g
2.1.  Obtencion del cliente
Se puede descargar el cliente de firma biométrica a través del siguiente enlace:
sign
. bttre-Lficack el nad -
Berendo | Weicome | Benvenue Verson 314 o |

The “Signed” column indicates whether the document is signed or not:
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I Documents | Signature options
) vptond documents
Signed

[} IvDesk-3.14 -Cliente de...

— e [f this is the icon shown, it indicates that the document has been
_@d signed correctly.
o ° This icon indicates that some type of error has occurred during
-l signing.
<) e If, however, the icon that appears is this one, it indicates that the
'-. document has not been signed.

Show

The icon in the "View" column ‘E opens the location of the signed document and pre-
selects it to make it easier to locate. It also adds the extension “signed” to avoid overwriting
files keeping the original file intact.

Documentos - O *

™ « For.. » Docume.. v O Buscar

MNombre
st Acceso rapido
ContratoLorem.pdf

@ Onelrive ContratoLorem_signed.pdf
[ Este equipo

=¥ Red

2 elementos

®

i

allows the user to remove a single document from the list of documents to
sign, previous selection of it.

The icon

In addition, it is possible to remove all documents from the list by clicking on the trash icon
next to the "Upload documents” button:
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The icon allows, if it is clicked, to apply the same configuration of signature (location of
the signature) to all the documents that we have uploaded. If each document has a different
configuration, you must press each one and then go to the section "jError! No se encuentra
el origen de la referencia. Signature screen, section signature options.

Once the documents have been uploaded, the certificate with which you want to sign is
selected. The drop-down list is located at the bottom of the list of documents.

TN

www
A 4

WWW.ivnosys.com

” — @
s veh 8o R
Documents. Signature options.

Daaument Sgned Show X

Drag and drop files to sign (PDF files only)

Certificates

|Select certficate... ~
@0

sign

©

Spain - LATAM - France

B4

info@ivnosys.com

©

96 003 12 03

o

wliNet o

it
et

oimon

Ivnosys Soluciones, S.L.U. | CIF: B-98333362 | C/ Acceso de Ademuz, 12. 1st floor, Office 1, Paterna, Valencia (zZIP Code: 46980)
Registered in the Mercantile Registry of Valencia, Tome: 9306, Book: 6588, Folio: 60, Section: 8, Page: V143049, Inscription: 1



El USER MANUAL: [VDESK

— #IVNOSYS
PRODUCT: ‘ @ VERSION: ‘ INNOVATION & TECHNOLOGY
IVSIGN DESK V3.14
i [ ed
Name Subject Issuer Stare
NOMBRE APELLID... |70445856F MOMBRE AP... | AC CAMERFIRMA FOR MATUR... |ivsign
wpn-gduran Tunosys VPN CA local
ce0100ze-1532-4512-84... | M3-Organization-Access local

Select certificate...

The background colours that appear when loading a certificate indicate the status of the
certificate:

e Green: it indicates that the status of the certificate is correct (see screenshot above).

e Red: it indicates that the certificate is revoked or is invalid.

Centficados
&9

e Yellow: it indicates that the status of the certificate is expired.
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e Grey: Despite its verification on the server, its revocation status cannot be verified.

Certificates
| e I I
@0

The rest of the available icons are:

e Theicon allows you to refresh the content of the Windows certificate store.

c

e Theicon allows you to access to the details of the certificate you have selected.

To start the signing process, once you have selected the documents and the certificate with
which you want to sign, just click on “Sign™:
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1. INTRODUCCION Y OBJETO DEL DOCUMENTO

€l cliente de Firma digital es una aplicacién que tiene el objetivo de firmar y verificar las firmas
de documentos digitalizad formato PDF.

nento contiene cion detallada sobre las funcionalidades de la aplicacion, asi

como ejemplos basicos de uso.

Certiicates
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2.1.  Obtencion del cliente
Se puede descargar el cliente de firma biométrica a través del siguiente enlace:
bbbese-dfivicleele ineion ot -
Benvendo | Wekame | Senvenue. Yersén 3,14 o |
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After clicking on “Sign”, the application will ask you for the certificate PIN, and you will have to
enter it in the following pop-up screen.

Enter Pin

Enter your certificate’s PIN.

Once the certificate PIN has been entered, IvDesk will display a confirmation window:

All signed files have been saved in the same folder as the uploaded documents.

All the columns of the list of documents to sign are filterable (to access the filter, just click on
the header of the column in question). In this way, if a massive signature of documents is made,
you can easily find out if a specific document has been signed (to do this, you can type
keywords containing the title of the document to search in the text box, marked in red in the
images shown below these lines).
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Documnents Signature options
IQ UpLoad documents ‘

Document
w e

|Enher text to search.. |E|
[ 1vDesk-3. 14 Cliente de firma digital. pdf

Clear Filter

Certificates

3.1. Start from PDF file

In case you want to start the application from a file or document in PDF format, you can do it
in the following way: once you have located the file or document, press the right button of the
mouse or the file options. Then you can select the option "Open with IvDesk":

Abrir con Adobe Acrobat Reader DC
Abrir
Imprimir
@ Generar huella digital con AutoFirma
@ Firmar con AutoFirma
[&f Edit with Notepad-++

() Analizar con ESET Endpoint Security

Opciones avanzadas

£ Compartir

Abrir con

Conceder accesoa
Afiadir al archivo...

Afiadir a "Lorem ipsum dolor sit amet.rar”

B Aradiry enviar por email...

B Anzdira "Lorem ipsum dolor sit amet.rar” y enviar por email

Restaurar versiones anteriores

Enviara

Cortar
Copiar

Crear acceso directo
Eliminar

Cambiar nombre

Propiedades

This way IvDesk will start with the file already loaded in the signature section.
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4. SIGNATURE SCREEN, SIGNATURE OPTIONS SECTION

When you click on the menu "Signature Options", the following screen is displayed:

- X
= =
ivsign.net
B . @ M
sign Verify 3 NoMERE Help Close.
I
Doaments || Signature optors | =
Timestamp (LTV) C=3or
Vsble signature [mm— T
Inciude biometry (m— I
C
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Certificates

|Select certificate...
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The available options are:

e Time stamp (Long Term Validation): A time stamp is embedded in the document
indicating the date and time when the signature was made.
Documents Signature options |
Timestamp (LTV) B Jon
Visible signature m Off
Include biometry = o
[}

Visible signature: Allows you to make the signature visible on the document. If this

option is activated, the user will have available several fields to configure the visible
signature.
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Documents Signature options
Timestamp (LTV) C ot -
Visible signature =:] On
Include biometry m Off
Pages
Al ®
First O
Last @)
Pages O | (1)
Content of the signature
Show image |Text v]
Biometric handwritten signature
(]
Signature position
Customzed O
Predefned @
By field O|

e Option Pages: allows the user to indicate to IvDesk the pages where the signature will
appear. The available options are:

o All

o First

o Last

o Pages (this option allows you to set a page range, for example: 1,3,5 to insert

the signature alternately or 2-8 to set a page range)

= Content of the signature: It allows the user to insert an image into the document that
will contain the user's signature data. Allows the use of text or images.
o The "Biometric handwritten signature” check can only be activated if the
“Include biometry" option has been previously enabled.
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Timestamp (LTV) C= off A
Visble signature [ e D [

Include biometry = o <

Pages

Al ®

First O

Last O

Pages O] (1)
Content of the signature

Show image |[ma;|e V\

| ] Biometric handwritten signature I v

= Signature position: It allows the user to indicate where the signature mark will be
located. The following options are available:
o Customized: the user will mark in the document the location of the signature by
clicking and dragging until marking the desired area.

@ WDesk - X
> - @ )
Sign Verify 2 NoMERE Help Close
I I I
Docurents | Sgnahure opbons | 2
First e] N ) |
Last (o]

Pages (o] @
Content of the signature

[ Biometiic handwritten signature

—— MIVNOSYS

bredefoed | O INNOVACION Y TECNOLOGIA

By field (o]

o

Cf Acceso Ademuz, N° 12-19-Pta 1 - 46980 Paterna (Valencia)
www.ivnosyscom - Tel. 960 031 203
Certificates
[select certiicate... <]
Sign
o h IVDESK
Bienvenido | Welcome | Bienvenue Versién 3.14

o Predefined: the user can select the location of the signature in predefined
spaces in the document (by hovering over the grey spaces in the document on
the left you can see all the available positions).
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o By field: allows the signature to be inserted into a pre-established field set by

the user.
Iz:\ IvDesk: - a X

> @ M

Sign Verify % noveRe Help Close.

| | |

Documents Signature options ;
First 9} n |
Last O

Pages o} @
Contentof the signature

[ Biometric handwritten signature

—— MIVNOSYS

customized O
INNOVACION Y TECNOLOGIA

Predefined (o]

| By field ® |
C/ Accese Ademuz, N° 12-19-Pta 1 - 46980 Paterna (Valencia)
o www.ivnosys.com - Tel. 960 031 203
Certificates
[Select certificate... -
&0
=30 1VDESK
Bienvenido | Welcome | Bienvenue Version 3.14

¢ Include biometry: It allows a handwritten signature to be captured by an electronic
signature device such as a tablet (e.g. Wacom). If the user does not have a signature
device, the application will open a space (box) to make the signature.
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Documents | Signature options I
Timestamp (LTV) — L
Visble signature := Off
Include biometry C_=3or
[vDesk b4

o Then, make the handwritten signature in the box below

i Biometric handwritten signature capture Lorem ipsum.pdf

x ]

MIVNOSYS
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After signing, the biometric data are encrypted using a system provided by the application.
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5. DOCUMENTS VERIFICATION

IvDesk also allows the verification/validation of digital signatures.

To access this section, just click on the “verify” button in the upper menu of the window:

A [vDesk
- ivsign.net @ n
: / I I an.
Sign Verify 2 NOMEBRE Help Close
I I I

To upload the document on which you want to check/validate the signatures, you have the
following two options:

a) Drag the document to the main screen.
b) Click on the button “Upload documents” to open the Windows file explorer and
select the document to verify/validate.

- @ )

Sen  Veify | 3 nowsre Hep  Close

[ bocuments

Q UpLoad documents

Drag and drop files to verify (PDF files only)

Bienvenido | Welcome | Bienvenue Versicn 3.14
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Once the document is loaded, in the left side panel the information will look like this:

MIVNOSYS

INNOVACION Y TECNOLOGIA

IVDESK
Benverido | Wekame | Benvene | vesénzis

LL MANUAL DE USO
[~ ]

The meaning of the icons is as follows:

- e This icon indicates that the document has been validated/verified

-@H correctly.

- e This icon indicates that some type of error has occurred during
— validation/verification.
) e This icon indicates that the document has not been validated/verified.

Show

Theicon | E | in the "View" column opens the location of the validated/signed document and
preselects it to make it easier to locate (see screenshot). It also adds the extension “signed” to
avoid overwriting files keeping the original file intact.
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Noembre
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ContratoLorem. pdf

@ OneDrive ContratoLorem_signed.pdf

[ Este equipo

¥ Red

2 elementos

X

i

Once IvDesk has completed the verification/validation, it will display the signature information
in the right section of the application window:

The icon allows the user to remove the document from the list to be verified.

WDesk - 8 x
= waret @ o
Son verify 2 NovERE Hop. Clase.
Doaments 13 + Fenfo
== * Hame  XLorem ipesm dolor it amet - copia.p3f =
Q ' ﬂ ‘ ‘ | Path  C:Ukersigdranipeskiop (=]
e e
oament son X ‘ soratred srofie somgsme
| » Sgaarel =3 2057200
¥ Xlorem psum dokr 923, '
7J*97L} w < Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed d S : :Zz:
incididunt ut labore et dolore magna aliqua. Ut enim ad minir
nostrud exercitation ullamco laboris nisi ut aliquip exea comr |0
aute irure dolor in reprehenderit in voluptate velit esse cillum | Sanedby  [SOLOPRUEBASIC0000000 JIAN CAMARA
pariatur. Excepteur sint occaecat cupidatat non proident, sun' | yeuedby E  CAMERFTRMA FOR NATURAL PERSONS - 2016
deserunt molkt anim id est laborum. Format  pACES Basic
Firmado Vaid The certificate is vaid
[sOLO dotamente | BRCL,  TRmmep o
PRUEBAS]JU [soLo Expred  The certcae has ot ered.
AN CAMARA camara es R i
N Fecha: 2020.¢ %
ESPANOL  330i5t0

6. LANGUAGE SELECTOR

There is a language selector, where you can switch between Spanish, English and French. It is
located at the bottom:
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Drag and drop files to sign (PDF files only)

Certificates.
vesinaze

@8

[Benverds | vietome.

When you change the language, the program will close and open in the corresponding
language:
e Bienvenido: Pressing the buttonl will close the application and
open it in Spanish.
e Welcome: Pressing the button I 'Wi” close the application and
open it in English.
e Bienvenue: Pressing the button | will close the application

and open it in French.
By default the application will start in the language that was installed or in the last language

selected.

7. HELP AND CLOSE OPTIONS

The Help button allows you to select whether you want to receive information on each of the

program's options.
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| G s | MIVNOSYS
IVSIGN DESK Vv3.14
£ IvDesk - X
/ ivsign.net @ n
Sign Verify 2 NOMERE Help Close
It L |
[Docunm\s Signature options
Document Signed Show X
Drag and drop files to sign (PDF files only)
Certificates
Select certificate... ~
&6
Sign
Bienvenido | Welcome | Bienvenue Version 3. 14

Virtual Tour

If you keep this option activated, you will be shown the
operation of each of the options.

To disable help, check the box below.

stowneb [ = or
Show help manual

About WDesk

The Close button will close the program by requesting confirmation.
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sign Verify 2 NOoMBRE

[ Documents | Signature options

Q UpLoad documents

Document Signed show X
Certificates
|Se\ect certificate... ~
Sign

Close lvdesk

o Do you want to leave the application?

to sign (PDF files only)

Bienvenido | Welcome | Bienvenue
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